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Support Contacts:

24 Hour Support Line: 888.477.3448

Support Email: support@livevox.com

This document is an unpublished work protected by the United States copyright laws and is
proprietary to LiveVox, Inc. (“LiveVox”). Disclosure, copying, reproduction, merger, translation,
modification, enhancement, or use by anyone other than authorized employees, clients or licensees of
LiveVox, and its affiliate companies, without the prior written consent of LiveVox, is prohibited. This
document is intended as a guide to assist users of systems provided by LiveVox, and does not
constitute the provision by LiveVox of any legal or compliance advice. Compliance by authorized
clients or licensees of LiveVox with any and all applicable local, state, federal, or foreign laws and
regulations is the sole responsibility of those authorized clients or licensees. Further, features and
services that rely on third party performance are subject to the errors and omissions of those third
parties, over which LiveVox has no control. LiveVox therefore disclaims any and all liability resulting
from or arising out of any services supplied by or through any third party vendor or any acts or
omissions of the applicable third party vendor. Additionally, LiveVox makes no representations or
warranties with respect to the accuracy of content supplied by parties other than LiveVox.

This document is last revised on May 22, 2019

For Internal and Client Use Only
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Introduction

This document provides an overview of the LiveVox Call Recording System and Screen Recording features.

Overview of Call Recording Functionality

LiveVox records all agent-handled calls automatically.

The call recording begins immediately after a call is bridged to an agent and captures everything the
caller hears during the conversation. By default, calls which are transferred externally from LiveVox
by an agent continue to be recorded?, though this can be disabled if desired. The maximum duration
for a call recording is 240 minutes. The minimum recording duration is 1 second. Any calls connected
to an agent for less than 1 second will not be recorded.

Note : The ability to continue or terminate recording for calls transferred off LiveVox (external
transfer) is set at the service level.

How long does LiveVox retain call recordings?

LiveVox provides 15 days as the standard retention period to all customers, for no additional fee. Free
days of call recording field is exposed at the client level (please refer Figure 1: Client editor -Settings
tab). This is a view-only setting. The minimum retention period available for customers choosing to
store call recordings is 3 days.

Note : Extended storage is available for a nominal fee. Please contact Sales Account Management
for details.

Call recording retention can be set at client level, service level, or both. Clients may request that
LiveVox set a different call recording retention period for a service, that varies from the client level
setting. When no retention period is set for a service, call recording respects the retention period set
at the client level. If a service has a different retention period than what is set at the client level, the
service level setting takes precedence.

Call recording retention is exposed in the Days of CallRecordings field at the client and service levels.
This is a view-only setting. Updates to this setting are applied to existing and future call recording
retentions.

1[fan agentdisables call recording using call recording controls prior to transferring the call externally
from LiveVox, the call will not be recorded.
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To view the client level call recording retention period, navigate to Client > Settings tab:

General  Agent Portal CallCenters Campaigns Change Hislory  Phone Numbers  JobHistory Jobs  Messaging  Porial Customization  Security Services  Voice Pool

General Settings
Service Groups | Restrict Sirategies Scope |

Language English w Time Zone (GMT-04:00) Eastern Time hd

Contact Manager Settings

Contact Management | Campaign Updates Contact Manager v

Days of Gontact Retention 99999

Contact Rules

Contact Max Attempis Per Day 0 Contact Max Phone Attempts Per Day ]

Contact Max Attempis Lifetime 0 Contact Max Phone Attempts Lifetime 0

Dialing Profile Lv_Standard_SDR_A (321) el

KPI Settings

Service Level Seconds 20 Default Senice Level Formula Abandoned Calls Count (1) bl P

Screen Recording Settings

Screen Recording Enabled . Days of Screen Recondings 15 W
Defaults

Sirategy Standard (32315) v Requeue Strategy Std Requeue (32316) ha
AM Option Select One hd Voice Julie e
Secrub Mone hd

Advanced Features

Segmentation 4] Report Only Afier All Retries (]
Verfical EPO A¥4 Campaign Appends Allowed |
Phone DMC Type Dial-Time Phone DMC Days Of CallRecordings 3653 v
Shadow Audio Packages Pac2 (10041) v Free days of call recording 15
Client Site  Agent Site Hsae  |© canca

Figure 1: Client editor -Settings tab
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To view service level call recording retention, navigate to Services > Settings tab:

Call Center : Call Center One (3344) L'
Service 10DMT (72491) v
General ACD Seftings Campaigns Change History  Click Disiribufi Phone Routing Terminafion Codes

General Settings

Gontact Timing Curfew Only (1) hd Dialing Sort Consecutive v
Cycle Sort Daily (55} Is Cross Requeueable (v

Contact Rules

Contact Max Attempis Per Day l:l Contact Max Phone Attempts Per Day l:l
Contact Max Attempts Lifetime 1 Contact Max Phone Attempts Lifetime 1
Dialing Profile Select One A Zip Area Mismatch Off v
DNC Contact Group Group A (1960) hd

KPI Settings

Service Level Seconds Service Level Formula Mone e
Defaults

Voice ID Select One A AM Option Select One v
Scrub Hong v

Call Recording

Call Recording Enabled L Call Recording Bitrate 64 A
Record External Transfers 7] Days Of CallRecordings Select One v

Advanced Features

Leave No Messages (]

Caller ID Source ID ROUND ROBIN CALLER W Append Campaigns Report at End of Day [}

Callback Phone Source ID ROUND ROBIN CALLER v Operator Phone Source 1D ROUND ROBIN CALLER v

Shadow Audio Packages Select One W

¥ Deete | o Changscalcenter 2] Copy Servies H s=e | © cancal

Figure 2: Services editor - Settings tab

Service respects the client level Days of CallRecordings configuration based on the following fields.

e (Call Recording Enabled - All conversations with an agent logged into the LiveVox Agent
Desktop are recorded.

e Call Recording Bitrate - Refers to the audio resolution (kilobits per second). Available
options: 16, 32, 64. The default setting is 16-bit. 32-bit or 64-bit can be selected if required for
Speech Analytics integration.

e Record External Transfers - External transfers are defined as any transfer to a 10-digit
number. When enabled, LiveVox continues recording calls transferred to an external party
until the call is terminated. When disabled, LiveVox ends call recording when a call is
transferred to an external party.

e Days Of CallRecordings - This is a view-only setting. If it shows to be set to Select One, then
the service respects the client level configuration.
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Note:

e For configuration of different call recording retention periods, contact Support or  Client
Services.

e Once a data file has aged beyond its retention period, an automated lifecycle management
application removes the file and its metadata from the platform. Once the file is removed from
the platform, it is no longer accessible.

e LiveVox can accommodate clients who wants archive call recordings themselves. Within a
password-protected zip file, the call recordings are encoded as mp3s (see call recording file
specifications below). In addition to the audio files, LiveVox also includes a CSV index file that
contains metadata (agent, Result, etc.). Using this index file, clients can search for specific call
recordings. Call recordings are available for download from the secure (SFTP) server for up to 2
weeks.

Call Recording File Specifications

Standard call recording file type is the mp3 format, stereo sound with a 16-bit resolution.
LiveVox uses the following audio codec and coder used to generate call recording mp3 files:

e Bitrate: 32bit, 8Khz, 16kbps.
¢ (Codec: Mpeg audio layer 1/2 mpga.
e Library: Lame mp3.

Call Recording Encryption

e C(Call recordings are encrypted using keys generated and managed by LiveVox before they are
written to disk. This encryption process is transparent to clients.

e Master keys are created for each client and necessary permissions are provided using a key
management console maintained by the LiveVox Technical Operations group. LiveVox uses
AES 256 encryption.

e Additionally, clients may choose to provide their PGP key for LiveVox to utilize when
delivering recordings. The client’s PGP key is used when a recording is downloaded from the
platform (nightly zip call recording, or Call Recording report), and will be needed by the client
to access the recording. LiveVox supports a 5000 character limit for PGP keys.
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Screen Recording

LiveVox provides configurable Screen Recording for each Agent Desktop which when enabled,
captures all agent screen activities via the Agent Desktop Native application. Screen recording begins
the moment agent goes into the In Call state and ends when agent selects a termination code or if the
login session gets disconnected.

Note :

e FEnabling Agent Screen Recording must be requested through the Account Manager / Account
Executive and comes at an additional cost.
e Agent Desktop Native application must be installed on agents’ PC and is required for Agent Screen

Recording.
o Request Agent Desktop Native application through Client Services.
o The ‘Agent Desktop Native Installation’ guide can be found on the User Hub.

Screen Recording settings can be found under the client level Settings tab and in the Agent Desktop
level under Desktop Native tab.
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To view the client level Screen Recording Settings, navigate to Client > Settings tab:

* Client

General  AgentPortal  CallCenters  Campaigns  Change History  Phone Numbers  Job History  Jobs  Messaging  Portal Customization  Security Services  Voice Pool

General Settings

Semnvice Groups o Restrict Sirategies Scope o

Language English v Time Zone (GMT-04:00) Eastern Time hd
Contact Manager Settings

Contact Management L Campaign Updates Contact Manager o]

Days of Gontact Retention | co999

Contact Rules

Contact Max Aftempts Per Day ‘ 0 | Contact Max Phone Attempts Per Day | 0 |
Contact Max Atfempts Lifefime [0 | Contact Max Phone Attempts Lifetime [0 |
Dialing Profile Lv_Standard_SDR_A (321) v

KPI Settings

Senvice Level Seconds \ 20 Default Service Level Formula Abandoned Calls Count (1) v

Screen Recording Settings

Screen Recording Enabled Ld Days of Screen Recordings 15 hd
Defaults
Strategy Standard (32315) v Requeue Strategy Std Requeue (32316) v
AM Option Select One v Voice Julie v
Serub None hd
Advanced Features
Segmentation [« Report Only Afier All Retries ()
Vertical EPO v Campaign Appends Allowed 4]
Phone DNC Type Dial-Time Phone DMC Days Of CallRecordings 3653 v
Shadow Audio Packages Pac2? (10041) A¥4 Free days of call recording 15

Client Site  Agent Site H s | Q cancal

Figure 3: Client editor - Settings tab

Screen Recording Settings:
e Screen Recording enabled - This is a view-only setting. If enabled, the Screen Recording
Options are available under the Desktop Native tab in Agent Desktop editor.
e Days of Screen Recording - This is a view-only setting which displays the number of days the
screen recordings are hosted on the platform. The available options are: 3, 15, 30, 45, 60, 90,
180.
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To configure the Screen Recording options available in the Agent Desktop editor, navigate to Agent
Desktop > Desktop Native tab:

[a] Agent Desktop

Deskiops Agent DID (21443) e

Desktop ID 21443 Mame : | Agent DID Descripfion - Agent DID Max Conference Paries: |3~ W

Agent Panel: () ﬁ Agent Panel + Extended Panel. (® ﬁ Messagebook Enabled © |+
General ScreenPop Desktup [Vl Associated Enfifies  Change History  Exiended Panel  Messagebook

Settings
Mative Mode Opfional v Update Strategy Ok b Whitelist Addresses .
Screen Recording Options
Screen Recording Enabled 4] Format webm Bitrale (kbps) 1024 hd
Framerate (FPS) 10 v Days of Screen Recordings 15 hd

NET Commands

NET enabled 4]

Window Title Data Delimiter Position Command Call Type Wait Ti

No records found. +

Add
x Delete
Move Up
Move Down

4

‘You can either contact Client Support to get the UAD App installed on your machine or download it by clicking here

4 3

Created By -LiveVox\Waldheim, Ray on 01/30/2015 17:19:23 Last Modified By ‘LiveVox\Morris, Mick on 07/10/2018 11:53:29

wfe 2dd Agent Deskiop

[@ Copy Agent Desktop x Delete Agent Deskiop H Save Agent Desktop ® Cancel

Figure 4: Agent Desktop editor - Desktop Native tab

The Screen Recording Options section is accessible through the Desktop Native tab only if screen
recording is enabled internally and when enabled will display the following configurable options:
e Screen Recording Enabled - When enabled, the agents’ screen is recorded. Multiple monitors
are captured in the screen recording.
e Format - The screen recordings are processed in WebM format.
e Framerate (FPS) - Number of frames displayed per second for a video. Available options: 10,
20, 30. The default setting is 30.

e Bitrate (kbps) - Number of bits that are conveyed per unit of time. Available options: 128,
256,512, 1024. The default setting is 128.
e Days of Screen Recordings - Number of days the screen recordings are hosted on LiveVox.

Available options: 3, 15, 30, 45, 60, 90, 180. Contact Sales Account Manager for storage fee
information.
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Call Rprm‘ding Report

The Call Recording report is available to permitted users through the LiveVox Portal Review tab.
Depending on access level, users may be able to access the call recording report, download (as PDF,
Excel, and CSV file), playback multimedia screen recordings (audio and video), and/or stream and
download call recordings. Users can use the call recording report search tool to choose the parameters
for generating the report. Once the report is generated, users can playback the call recording or
download it in mp3 format as well as playback the screen recordings. A maximum of 10 accounts can
be searched with a comma delimited string within a single search. A search range (i.e. the number of
days which can be queried each time) of up to 730 days is available. Results are based on the
configured Days of CallRecording duration set at the Client or Service level. LiveVox maintains access
to recordings through the LiveVox Portal for up to 3653 days. However, the search criteria available
past 730 days are only Service ID, Agent ID, and duration. By default, all times will be in EST. Once
recordings are deleted, they are inaccessible and cannot be restored.

For example, the users have call recordings for last five years and today is 20 June, 2018. Then, the
users can select the start date as back as 19 June,2013. If this date is selected, the end date cannot
exceed 18 June,2015. The users can generate the report for two years (2013-2015), two years (2015-
2017), and one year (2017-2018) if they want to generate the report for last 5 years.

e In the Call Recording Report, individual call recordings are played back from the Audio Play
column via an in-browser media player.

The mp3 file can be downloaded via the Audio Download button.

Users can playback multimedia screen recording from the Video Play button via an in-

browser media player.

Sample Report:

Select Call Center ~

2006885_MANUAL_CAL v

Select Agant

Call Start Time

Menusl (Menual}

# Generata Raport

B call Recording Report v
Dates (MMWDDIYYYY) Fom (0088018 |1 To (0807018 el

Export to FDE Exoal CSV.

Summary,

Transfer
Connect
Duration

. Transfer Transfer .
Session Date P Campaign Outoome.

Audio Play

Audio Download  Video Play

AsHU UnSoTEBEIMOCE  Tumgo7ote 2S5 2340 gocca L oauts oeoraoie AGENT - AtmeyHandling

srmssssrr A UsOOTEBESAORS  TeeAuorzois SS9 BB oo uawua oas sedrvie Je ——

orrsesasor s vsocTssesats  Tuewg07zots 235% SHTEioogocnss auAL_CALLS 03072018 AGENT - Aty Handiing

oitssonsnr  ASHU USFETSBSSATIA  Tuewp07zois 189955 19T Laoooenss i cALLs 05072018 AGENT - Aty Hondiing

Figure 5: Call Recording Report - results
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Note : Clients can only playback the video file. Download is not supported at this time.
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Sample Report displaying the playback of screen recording via an in-browser media player through
the Call Recording report:

Call Recording Report

From [080812018
Select Call Center

2006665_MANUAL_CAL

# To [cam7z0E

0:13 “©

Tue Aug 07 2018

Tue Aug 072018

—

Tue Aug 07 2018

© Cose

,,,,,, 309ATTA  Tue Aug 072018

S8 8240 g so0cas AL CALLS 0007208

9:33:07 93915
b b 72006869 MANUAL_CALLS 05072018

s3m:30  s:40-10
= A 40 2006889_MANUAL_CALLS_08-07-2018

10:08:55 100737
o - 422006009 MANUAL_CALLS_08-07-2018

AGENT - Attorney Hanling

AGENT - Attorney Handling

AGENT - Attorney Hanling

AGENT - Attorney Handling

Salect Agent via Seledt Mutiple Resull

Call Start Time. v Between | | and

Manusl (Manual) Vi ]
# Genarate Report
Export 1o PDF Excel CSV
-] ashu0 pass1234 (ASHU)
]
]
Teanster
Transfer Transfer )
Date W Gonnect Campaign Outcome

Fig

ure 6: Call Recording Report - Screen Recording Playback
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